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Presenter
Presentation Notes
For background on Shibboleth go to http://shibboleth.internet2.edu/about.html 

For GPN member involvement with Shibboleth go to http://collaboration.greatplains.net/wiki/index.php/Main_Page and look for Shibboleth. 

For a list of public documents and presentations go here: http://beagle.rnet.missouri.edu/GPN/Docs/




Points to make today:

Entitlement server (ES)

— ES and Service Provider (SP) mutually
authenticate each other when communicating

— Public key encryption for authentication and
privacy

Multiple VOs, possibly with overlapping

resources (e.g., GPNVO and UMVO)

Possibly distributed entitlement servers

Administration of entitlements highlights the
fine-grained authorization

Session ID database allows admin to see
activity



Sept. 24, 2007
NSF: What is the intellectual merit of the proposed activity?

“To what extent does the proposed activity suggest and explore
creative, original, or potentially transformative concepts? ...
Is there sufficient access to resources?”

From “Important Notice No. 130: Transformative Research”,
http://www.nsf.gov/pubs/2007/in130/in130.|Sp

Shibboleth can provide a single sign-on to
access resources at several institutions.
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Presentation Notes
This is what the GPN has been trying to do with their ETR (“extending the reach”) activity and�beyond.  



http://www.nsf.gov/pubs/2007/in130/in130.jsp
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Presentation Notes
By moving the entitlement checking function of Shibboleth from the Identity Provider to a separate Entitlement Server the burden of responsibility is more reasonably and equitably distributed.  A user institution would provide their own Identity Provider.  The Service Provider can make the decision with regards to who is to be granted access to the services it provides with the help of the Entitlement Server.
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Presentation Notes
A simplified view of the Shibbolized mechanism with the separate Entitlement Server. Note that the Entitlement Server and the Service Provider mutually authenticate each other using public key encryption over a TCP/IP network.  This ensures privacy. Only those users who can authenticate with the Identity Provider and be authorized by the Entitlement Server will be able to use the service.
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To access a resource in the GPN Shibbolized environment one authenticates through the Identity management system. Here we chose the “University of Missouri-Columbia” as our home institution, and were given a pop-up window to authenticate with.
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If we pass authentication and have at least the entitlement for the GPNVO (GPN Virtual Organization) we are brought to the “Access” page which has three links. One for “Project Access”. “Administration Only”, and  one for “GPN-ETR Presentations”.  The first two we will show more of here.
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The “Project Access” link presents us with a menu of choices.  With the correct entitlements one can use the “Biotools”, “WebMPI”, and/or others.    

For example, given the biogrid entitlement discussed later we could use the Biotools.
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These are the tools available in Biotools.
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When Biotools was selected the Service Provider checked with the Entitlement Server to see if we had one or more of the entitlements that allow access to this service.  In this screenshot the debugger was left on so that the checking of keys, the various addresses, and the list of entitlements were displayed.
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Had we gone to the “Adminstrators Only” link back on the Access page, the Entitlement Management page would come up. Note that since my identity is already known upon logging in, I only need to provide the name of the Virtual Organization that I want to administer, as well as provide my role of either Admin or Root.  The roles of “Administrator” and “Root” are themselves entitlements, without which I will not be able to reach the Management page.
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The Entitlement Management page allows me to list, remove, and grant entitlements.
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An example of the listing of Entitlements for one user who is a member of two Virtual Organizations, GPNVO and UMVO.


Entitlements administered by the
Great Plains Network allow...

Namespace Purpose
urn:mace:greatplains.net: GPNVO GPNVO Entitlement
urn:mace:greatplains.net:biosci BioSci Entitlement
urn:mace:greatplains.net:biogrid BioGrid Entitlement
urn:mace:greatplains.net:repository Data Repository Entitlement
urn:mace:greatplains.net:missouri.edu:DeCypher | DeCypher Entitlement
urn:mace:greatplains.net:uark.edu:webmpi Web MPI Entitlement
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This is a listing of some of the possible entitlements in the GPNVO.  


... fine-grained authorization

peter urn:mace:greatplains.net:GPNVO

paul urn:mace:greatplains.net:GPNVO
urn:mace:greatplains.net:biogrid

mary urn:mace:greatplains.net:GPNVO
urn:mace:greatplains.net:repository

spollenw urn:mace:greatplains.net:GPNVO
urn:mace:greatplains.net:biogrid
urn:mace:greatplains.net:biosci
urn:mace:greatplains.net:repository
admin
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Here are some users who have some entitlements under the GPNVO.   Note that each has the GPNVO entitlement which is required to get to the Access page. “peter” can go no further as he has no other entitlements. “paul” and “mary” and “spollenw” have more.


When Peter asks for Biotools he is refused:
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Since “peter” does not have the correct entitlement he is prevented from accessing the Biotools choice on the Menu Options page.  The debug output above shows “LOOKUP_FAILED” for three attempts to find an entitlement that would grant the user access. The Service Provider checked with the Entitlement Server for an entitlement granting him access to this service but none was found for this user.
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Administrators can monitor usage of the system via this page. Note the timestamps on the far right, the list of Entitlements for the users, the session ID, and the IP address.
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